Crew Had 'Destruction Plan' 

Plane's Personnel Trained to Destroy Equipment, Data 


By Edward Walsh 
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Navy plane that collided with a Chinese jet fighter was trained to destroy the highly sensitive equipment 
laterial aboard the aircraft in such circumstances. Navy officials and others familiar with Navy practices 
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air base on Hainl 
said they do not 


EP-3E Aries II electronic warfare and surveillance aircraft radioed that it landed safely at a Chinese naval 
an Island after its collision over the South China Sea, but has not been heard from since. U.S. officials 
know the condition of the computers and electronic eavesdropping devices aboard the aircraft. 


But a Navy offic 
"classified destrb 


"If the plan call 
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al said that, like all military personnel carrying classified equipment and documents, the crew of 24 had a 
ction plan" for what to do in such an emergency. 

(fcd on them to destroy classified material, you can bet that's what they were doing" as the four-engine, 
lumbered toward the Chinese air base, the official said. How such a plan would be carried out depends 
:s," he added. 
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id that the destruction techniques could include the use of specially configured grenades and computer 
e devices. But a senior defense official said last night the crew had also resorted to hammers and 
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Pentagon, the crew consisted of 22 Navy personnel, one Marine and one member of the Air Force, 
re three women and eight cryptologists — code specialists involved in decoding and analyzing the 
ijnation picked up by the plane. 
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EP-3E aircraft are used to intercept radio, telephone and fax communications, and to gather information 
movements and capabilities of potential adversaries. The plane is not available for purchase by other 


"We'll sell a lot of different things to a lot of different people, but we're not selling these to anybody," said John Pike, 
director ofGlobalSecurity.org, a defense, space and intelligence policy analysis organization. 


-3E, which can fly for about 12 hours, can be "enormously informative." Coupled with a worldwide 
lelds, the plane's range of about 3,000 miles means "there is very little of interest that they cannot 
id. 


3E can intercept communications that are broadcast and pinpoint the location of military headquarters, 
radar installations and other electronic equipment in use. "Basically, they just fly down the coast of China 
e who is at home," he said. 


often change electronic frequencies, he said, "and that is why they keep flying these things. It's sort of 
book is always going bad, and you would not want to go into battle with a three-year-old phone book. So 
y update the electronic order of battle." 


ew would have rehearsed a "standard procedure" to protect the most sensitive equipment and material on 
omething went wrong. 


computer tapes and the computer hard drives would protect most of what is sensitive about the 
aid. "The Chinese would not be able to see what the airplane had collected, and would have a hard time 
the capabilities of the plane if they could not turn the computers on. 


destroying the tapes the intelligence was gathered on and destroying the hard drives. It is a fairly 
procedure that almost certainly could be done in the time that was available." 


rcraft contains "special-purpose signal-processing computers," and that "if somebody had an ax, they 
try to smash some of that stuff." 
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destroy the equipment, Chinese scientists might figure out how it works and duplicate it. Pike noted 
iq the aircraft, the Chinese "would gain some insight" into how U.S. electronic surveillance missions 
:ample, on how weak a signal could be detected by the EP-3E, which might allow them to better protect 
eavesdropping. 


"You can reduce the damage" from the emergency landing in Chinese territory, "but you cannot eliminate it," Pike said. 
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, the surveillance aircraft was unarmed and crews on such planes generally do not carry guns. They 
took the plane between 30 minutes and an hour to fly to Hainan Island after the collision. 


The Navy also co 
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The official woulc 
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mtinued to insist that the collision was the fault of the pilot of the Chinese jet. One official said that in 
Chinese jets that routinely intercept the U.S. surveillance aircraft were "just coming in too close. Thats 
over the last couple of months. They've been coming closer and closer. 

not say how often U.S. aircraft patrol near the Chinese coast, but he insisted the surveillance planes 
tional airspace. "There has been no reason to change the way we have been doing things, he said. 
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i Ticer with experience in the Pacific said he had been told Chinese pilots recently have been "kind of hot- 
the [U.S.] aircraft." The EP-3E, he said, "is kind of like an elephant up there. He flies straight and level. 

^n unforeseen action." 
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The EP-3E is a o 
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jonverted version of the P-3 Orion, a Navy anti-submarine warfare aircraft. It traces its airframe roots to 
kheed Electra commercial aircraft. 


Although it carri 
about the size 


lus some of the most sophisticated electronic equipment available, the plane is far from glamorous. It is 
a Boeing 737 commercial plane and has a top speed of about 340 mph. 
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big airplanes," said another retired Navy officer. Rear Adm. Michael A. McDevitt. "It's certainly not a 
-3 wasn't trying to intercept the fighter, and it certainly was not doing evasive things. 
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Craft Could Reveal Vital Military Secrets, Experts Say 
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WASHINGTON-The seizure of a Navy spy plane by the Chinese could 
cost the Pentagon vital information about how China's military operates 
and might inflict wider damage if Beijing shares U.S. secrets with other 
potential adversaries, defense officials and experts said Monday. 

The EP-3 reconnaissance plane that was forced to land in China on 
Sunday after a collision with a Chinese fighter jet functions like a huge, 
electronic vacuum cleaner. With a variety of sensitive antennas, it picks up 
signals that reveal how Chinese ships, planes and ground installations communicate with one 

another and gather information on potential targets. 

If the Chinese gain access to the plane's top-secret equipment, they could find out what the 
Pentaqon knows-and what it doesn't know-about their communications and operations. With 
that knowledge, they could change their methods and develop countermeasures, thus depriving 
Americans of what would be a powerful advantage in wartime. 

'They could develop a good sense of how they look to us," said Daniel Goure, a former 
Pentagon official now at the Lexington Institute, a Virginia think tank. "And it's very important to . 
fnd out what the other guy can read." 

It remained unclear late Monday whether the Chinese had boarded the plane to try to obtain 
the secrets, or whether the plane's 24-member crew was able to destroy its gear before the EP-3 

Defense officials said the crew members have an "emergency destruction plan" for quickly 
eliminating eavesdropping equipment and data they have collected. 

Some of the information is in the form of paper documents that can be shredded; other 
material is in computer software and electronic media that can be quickly erased. 

I3ut there also is hardware that might have to be destroyed, including the antennas, for 
example, and special-purpose "signal-processing hardware." U.S. officials said that in the final 
moments before the spy plane landed, the crew may have been trying to destroy the hardware 
with hammers and axes. 

Crew members probably had 10 to 15 minutes between the time they knew the plane was 
damaged and the time it landed, defense officials said. One senior official speculated that they 
probably were able to destroy much of the hardware in that time. 

Another risk is that the "crypto gear" that the military uses to encode its own messages might 
fall into Chinese hands. The encryption codes are changed every few days, however, so their 
value is limited, the official said. 

The military sometimes uses special grenades and burning chambers to destroy sensitive 
documents and equipment. But such gear is risky to use aboard an aircraft, experts said. 

Some analysts speculated that the Chinese might try to sell some information gleaned from 
the EP-3 to countries that are buying Chinese military or commercial goods, such as Iraq. 

The loss of the EP-3's secrets would be a serious setback, requiring a laborious rebuilding 
process, several analysts said. But it might not be a catastrophe. 

'It's an annoying loss . . . but not devastating," said Jeffrey Richelson, a specialist in satellites 
and intelligence technology at the National Security Archive, a nonprofit research organization in 
Washington. 

Sen. Richard C. Shelby (R-Ala.), chairman of the Senate Intelligence Committee, said after a 
briefing by National Security Agency officials that he believed there will be "some loss" of U.S. 
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KETff ™ planes are Tn constant demand by regiona, U.S. 

commanders because of their ability to gather tactical information. . 

3 24-member crew of the plane includes three pilots and a navigat° r ' Pj(*‘SSSSs - 
Jiics. Along a windowless fuselage, the technicians sit at a row of watch stations, 
ng for and analyzing signals and gathering data. . the crew 

crew includes linguists who can interpret conversations in foreign languages. But the crew 
concerned with radar signals than radio communications, experts said, 
mother of one crew member, a linguist, said she was "keepmg busy, s aymg c 
and listening to news reports for information about her son, Curtis Towne, and the rest or 

know my son would be upset with me if he knew I was upset," said Marta Towne, a first- 
, teacher in Havward, Calif. "So I'm not going to worry unduly. He knows what to do. 
mes Bamford, author of "Body of Secrets," a book about the National Security Agency, said 
ane would probably be carrying an electronic "order of battle," showing which military 

lations in the area use which frequencies. n ._ np - and 

Lring the Cold War, communist countries shot down a number of LJ.S. spy planes and 
ured some intelligence-gathering gear. That was the case, for example, in the downing of 
■2 spy plane flown by U.S. pilot Francis Gary Powers. . . .. ~ . Hmp 

t Pentagon officials said that, to their knowledge, the current incident marks the first time 
3 ootential adversary has had access to an intact U.S. spy plane. . 

Quarter of a century ago, the U.S. government was faced with a Cold War dispute when it 
;<:d to return a Soviet plane and instead examined it to glean military intelligence on Sovie 

Sept. 6, 1976, a defecting Soviet pilot landed a military plane, the MIG-25 Foxbat jet 

r, at a Japanese air base in Hokkaido. . _ . , 

iviet officials immediately demanded the return of the airplane and pilot. U.S. and Japanese 
ijils refused. Instead, they returned the plane to the Soviet Union in P' ece s- 
the time of the Foxbat incident, President Bush's father was serving as CIA director. 

* * * 

mes staff writers Jim Mann in Washington and Louis Sahagun in Los Angeles contributed to 
report. 
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,py planes are considered the "eyes and ears" of military intelligence, gathering visual 
-rriation using imagery technology and radar and radio signal data using antennas. The U S. 
y spy plane that collided with a Chinese fighter jet is an EP-3 reconnaissance plane used to 
rcept and record radio and radar transmissions. Here's a look at how these aircraft are used, 
ources: Defense Department; John Pike, GlobalSecurity.org Researched by 
j|jLIE SHEER/ 
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•ion of a US Navy EP-3 reconnaissance plane with a PLA fighter jet near Hainan Island was perhaps 
ol's Day gift to US President George W. Bush. The accident has thrown a spanner into the gradual easing 
:ions. Chinese nationalism and anti-American sentiments are once again on the rise in China, hastening 
of a competitive and even confrontational relationship. Taiwan may be forced to enter a military race as 
(the Strait. 
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ia, quite naturally, have differing versions of the mid-air collision. The US says the EP-3 was flying in 
space and Beijing had no right to intercept it. Beijing says the plane intruded into Chinese airspace. The 
off from a US base in Okinawa. According to Taiwan military sources (the military had monitored the 
e US plane was in international airspace when the collision occurred. A few days before the collision, the 
lodged a complaint with the PLA about overly aggressive surveillance — an indication that the two air 
in playing a game of cat and mouse for some time. Only the EP-3 crew can confirm what actually caused 
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testy relationship has been developing between Beijing and Washington since the Bush administration 
is a competitor. Disputes have arisen one after another: the US’ agreement to sign a UN resolution 
; human rights situation in China, Beijing's iron-fisted suppression of the Falun Gong sect, China s helping 
: r-optic network that could be used for military purposes, Beijing's opposition to the National Missile 
ieater Missile Defense programs, US arms sales to Taiwan, the US' massive trade deficit with China, the 
la's entry into the WTO, the arrests of several Chinese-American or US-based Chinese scholars, including 
t ) and Li Shaomin (§owO¥A) - the list goes on. Almost all these disputes are disadvantageous to Beijing, 
y, Chinese Vice Premier Qian Qichen (iu”ap') did not have many bargaining chips to use during his recent 
Washington does not have any compelling reason to give in to Beijing's demands regarding arms sales to 


been setting the stage for a wave of anti-US protests - and a repeat of the scenes that followed the US 
Chinese embassy in Belgrade in 1999. And Beijing now has some more human bargaining chips in 
academics it has detained — the 24 crew members of the EP-3. The US may be asked to pay a good 
these Hainan Island hostages, perhaps a "not for sale" sign when the issue of AEGIS-equipped destroyers 
g the US-Taiwan arms talks this month. 


on shows that reconnaissance missions between the US and China are entering a stage of near-Cold War 
n would inevitably become a front-line state in any clash of these two titans. This accident may prompt 
..ir help Taiwan strengthen its military capabilities. But on the other hand, deteriorating US-China ^relations 
aggravate already icy cross-strait relations. This would be detrimental to the peaceful "integration" 
President Chen Shui-bian ( 3_ ho«6). A new arms race will also drastically increase military spending and 
an’s economic recovery -- neither of which are in Taiwan's best interest. 


should always be the last choice, to be taken only after all peaceful means have been exhausted. We hope 
nt will arrive at a happy ending without generating more disputes or aggravating relations between China, 
US. 


This story has been viewed 923 times. 
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No Easy Way 


By DAVID SHAMBAUGH 
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'ON — The most recent crisis in Chinese-American relations is escalating 
with every passing hour and threatens to spiral the relationship out of control if 
opriately handled by the Chinese side. The Bush administration, for its part, has 
ell so far by invoking international law and customary practice for dealing with 


ci the United States Pacific Command and American diplomats in China have 
easonable in their expectations, moderate in their language and steady in this 
I crisis for the new administration. By contrast, the Chinese government has 
been accusatory and caustic in its official statements, and threatens to deepen 
ling it out and not acting cooperatively. 


,,, e ..esc uav? finally agreed to permit members of the American Embassy staff to have 

access today to the plane’s crew - as they are required to do under bilateral treaties and 
international law But, significantly, China has not indicated how it intends to proceed from then 
on in this delicate matter. 
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s worrying. It likely indicates deep divisions at the top of the government, the 
and Communist Party, and it suggests that at least one faction is calling for 
le worst outcome would be for the American crew to be charged with espionage 
■ of Chinese sovereign air space, in which case there would probably be a show 
’confessions," followed by release of the crew — but not necessarily of the plane, 
action would incalculably damage bilateral relations and would affect the 
in Asia and the Pacific. 


Of course the pl£ 
by patrolling up 
half-century. 


dne was spying on China, as EP-3 reconnaissance aircraft regularly do every day 
and down the Chinese coastline. But this has been going on for much of the past 
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i did come to pass, it would not be unlike the Pueblo incident in 1968, in which 
-ed an American spy ship and held its crew of 82 for 11 months. The Chinese side 
:o satisfy hard-line domestic opinion and factions through humiliation of the 
mon," as the United States is regularly called in Chinese official and public circles, 
American priorities would lie with regaining a healthy crew. 


mbtedly factions in the Chinese military, internal security services and Communist 
are arguing for such extreme action. They may finally feel an opportunity to pay 
ck for a long list of incidents they see as aggression: the bombing of the Chinese 
Iqrade in 1999; the boarding and inspection of the Chinese ship Yinhe, which was 
"rrying poison gas to Iran, on the high seas in 1993; Americans’ work to deny 
pic Games for 2000 and 2008; annual condemnations of China's human rights 
ler perceived affronts. 


kdrop 


ju, u|j of the sense of aggrievement felt by many in China. None of it excuses the 
iment's current behavior in this crisis, but it helps to explain the dynamics at work 
leadership. 


Beijing has watched the new presidency of George W. Bush with deep suspicions, 
ion's rhetoric about China being a "strategic competitor" and the statements by 
officials that China needs to be "checked" combine in the Chinese mind with the 
» professed desire to strengthen American alliances all around China and proceed 
isile defense despite strong Chinese protests to create what many in China 
ijtamount to a new policy of containment. 
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greatest fear is that Washington will proceed in the weeks ahead to provide 
ust package of arms and military equipment. Regardless of the outcome, the 
undoubtedly fuel the hawkish atmosphere in Washington in support of these 
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at with the current crisis, relations are at a defining moment. Despite the visit 
t week by Qian Qichen, China's vice premier, and the generally conciliatory tack 
has not gained a sure footing with the Bush administration. It could decide to 
through releasing the plane and crew, thus stabilizing relations, or it could push 
nto a new stage of hostility. 
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sis will be resolved against the backdrop of domestic Chinese politics, the 
ip succession process, the insecurity apparent in the government's recent 
alun Gong movement and other nagging domestic issues. Also in play are the 
citism in the party-military establishment and the popular nationalistic desire for 
the American hegemon. This combination of indigenous variables does not 
duick and peaceful resolution. 


David ShambauQi 
Affairs at George 


h is the director of the China Policy Program in the Elliott School of International 
Washington University and a senior fellow at the Brookings Institution. 


n relationship has experienced some severe shocks over the dozen years since 
en massacre, but it has nonetheless exhibited an ability to live with a certain 
and mutual suspicion without deteriorating into a new cold war. This is because 
reasons for the two powers to remain positively engaged, and powerful 
both sides for doing so. An adversarial relationship helps neither side, although 
nservative elements and defense industrialists in both countries. 
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